Privacy Act Exemptions
The head of an agency may promulgate regulations to exempt applicable records from particular provisions of the Privacy Act. Most notably those involving release of information to individuals that by its very nature would interfere with critical processes and/or expose 
The head of any agency may promulgate rules, in accordance with the requirements (including general notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this title, to exempt any system of records within the agency from any part of this section except subsections (b), (c)(1) and (2), (e)(4)(A) through (F),  (e)(6), (7), (9), (10), and (11), and (i) 
In order for the Department to exercise the provisions of these exemptions, notice of proposed rulemaking published in the Federal Register. No system of records within the Department of Defense shall be considered exempt from any provision of this Regulation until the exemption and the exemption rule for the system has been published as a final rule in the Federal Register. 

Those exemptions routinely claimed DoD Components include:
Privacy Act Exemption


	
	Use of Exemptions
	Use exemptions only for the specific purposes set forth in the exemption rules.  

Use exemptions only when they are in the best interest of the Government, and limit them to the specific portions of the records requiring protection.
	Do not use an exemption to deny an individual access to any record to which he or she would have access.
	Provision for which an exemption may be claimed
(mouse over citations for details)

	(c)(3)
	ACCESS EXEMPTION

Except for disclosures made under subsection (b)(7), an individual is entitled, upon request, to get access to this accounting of disclosures of his record.


	An individual is not entitled to access information that is compiled in reasonable anticipation of a civil action or proceeding.  

The term “civil action or proceeding” is intended to include court proceedings, preliminary judicial steps, and quasi-judicial administrative hearings or proceedings (i.e., adversarial proceedings that are subject to rules of evidence). 

Any information prepared in anticipation of such actions or proceedings, to include information prepared to advise the DoD Component officials of the possible legal or other consequences of a given course of action, is protected.

The exemption is similar to the attorney work-product privilege, except that it applies even when the information is prepared by non-attorneys.    
	(b)(7) (law enforcement request)

to another agency or to an instrumentality of any governmental jurisdiction within or under the control of the United States for a civil or criminal law enforcement activity if the activity is authorized by law, and if the head of the agency or instrumentality has made a written request to the agency which maintains the record specifying the particular portion desired and the law enforcement activity for which the record is sought.

The exemption does not apply to information compiled in anticipation of criminal actions or proceedings.


	

	(d)(5)
	Nothing in this [Act] shall allow an individual access to any information compiled in reasonable anticipation of a civil action or proceeding.

The subsection (d)(5) provision is sometimes mistakenly overlooked because it is not located with the other exemptions in sections (j) and (k). It is an exemption from only the access provision of the Privacy Act.
	This provision shields information that is compiled in anticipation of court proceedings or quasi-judicial administrative hearings.

 
	This Privacy Act provision has been held to be similar to the attorney work-product privilege, and to extend even to information prepared by non-attorneys

Unlike all of the other Privacy Act exemptions, subsection (d)(5) is entirely "self-executing," in-as-much as it does not require an implementing regulation in order to be effective.  
	

	(j)(1)
	The system of records is maintained by the Central Intelligence Agency


	
	
	

	(j)(2)
	Records maintained by an agency or component thereof which performs as its principal function any activity pertaining to the enforcement of criminal laws and which consists of identifying data compiled for the purpose of a criminal investigation, associated with an identifiable individual; or reports identifiable to an individual compiled at any stage of the process of enforcement of criminal laws.


	(j)(2)'s threshold requirement is that the system of records be maintained by an agency or component thereof which performs as its principal function any activity pertaining to the enforcement of criminal laws, including police efforts to prevent, control, or reduce crime or to apprehend criminals, and the activities of prosecutors, courts, correctional, probation, pardon, or parole authorities, and which consists of

Information compiled for the purpose of identifying individual criminal offenders and alleged offenders and consisting only of identifying data and notations of arrests, the nature and disposition of criminal charges, sentencing, confinement, release, and parole and probation status;

Information compiled for the purpose of a criminal investigation, including reports of informants and investigators, and associated with an identifiable individual; or

Reports identifiable to an individual compiled at any stage of the process of enforcement of the criminal laws from arrest or indictment through release from supervision.


	It has been held that the threshold requirement is not met where only one of the principal functions of the component maintaining the system is criminal law enforcement

Once the threshold requirement is satisfied, it must be shown that the system of records at issue consists of information compiled for one of the criminal law enforcement purposes listed in subsection (j)(2)(A)-(C).

Several courts have held that an Inspector General's Office qualifies as a "principal function" criminal law enforcement component.
	(c)(3); (c)(4); (d)(1); (d)(2); (d)(3); (d)(4); (d)(5); (e)(1); (e)(2); (e)(3); (e)(4)(G); (e)(4)(H); (e)(4)(I); (e)(5); (f)(1); (f)(2); (f)(3); (f)(4); (f)(5); (g)(1); (g)(2); (g)(3); (g)(4); (g)(5); (h); (l)(1); (l)(2); (l)(3); (m); (n)  


	(k)(1)
	Relate to the national defense or foreign policy and are properly classified
	The exemption has been construed to permit the withholding of classified records from an agency employee with a security clearance who seeks only private access to records about him.


	Blanket Exemption for Classified Material 

Component rules shall include a blanket exemption under section 552a(k)(1)  from the access provisions (section 552a(d) and the notification of access procedures (section 552a(e)(4)(H) for all classified material in any systems of records maintained.

DoD Components do not need to specifically claim an exemption under section 552a(k)(1) for any system of records.  The blanket exemption affords protection to all classified material in all system of records maintained.


	(c)(3); (d)(1); (d)(2); (d)(3); (d)(4); (d)(5); (e)(1); (e)(4)(G); (e)(4)(H); (e)(4)(I); (f)(1); (f)(2); (f)(3); (f)(4); (f)(5); 



	(k)(2)
	Investigatory records compiled for law enforcement purposes other than those spelled out in the general exemption
	Investigatory material compiled for law enforcement purposes, other than material within the scope of subsection (j)(2) of this section: 

Provided, however, that if any individual is denied any right, privilege, or benefit that he would otherwise be entitled by Federal law, or for which he would otherwise be eligible, as a result of the maintenance of such material, such material shall be provided to such individual, except to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section [September 27, 1975], under an implied promise that the identity of the source would be held in confidence."


	This exemption covers: (1) material compiled for criminal investigative law enforcement purposes, by non-principal function criminal law enforcement entities; and (2) material compiled for other investigative law enforcement purposes, by any agency.

The material must be compiled for some investigative "law enforcement" purpose, such as a civil investigation or a criminal investigation by a non-principal function criminal law enforcement agency. 


	(c)(3); (d)(1); (d)(2); (d)(3); (d)(4); (d)(5); (e)(1); (e)(4)(G); (e)(4)(H); (e)(4)(I); (f)(1); (f)(2); (f)(3); (f)(4); (f)(5); 



	(k)(3)
	Maintained in connection with providing protective services to the President of the United States or other individuals
	Maintained in connection with providing protective services to the President of the United States or other individuals pursuant to section 3056 of Title 18.


	This exemption is applicable to certain Secret Service record systems.


	(c)(3); (d)(1); (d)(2); (d)(3); (d)(4); (d)(5); (e)(1); (e)(4)(G); (e)(4)(H); (e)(4)(I); (f)(1); (f)(2); (f)(3); (f)(4); (f)(5); 



	(k)(4)
	Exemption for Statistical Records. Subsection (k) (4) “Required by statute to be maintained and used solely as statistical records;”

A “statistical record” is defined in subsection (a) (6) as “a record in a system of records maintained for statistical research or reporting purposes only and not used in whole or in part in making any determination about an identifiable individual by section 6 of title 13 (Census)”

It is the intent of this provision to permit exemptions for those systems of records which by operation cannot be used to make a determination about an individual.

This provision permits an agency head to exempt a system of records which is used only for statistical, research, or program evaluation purposes, and which is not used to make decisions on the rights, benefits, or entitlements of individuals except as permitted by section 8 of Title 13. The use of the language “required by statute to be maintained * * * only” suggests that systems of records which qualify to be exempted under this provision are those composed exclusively of records that by statute are prohibited from being used for any purpose involving the making of a determination about the individual to whom they pertain; not merely that the agency does not engage in such uses.

Disclosure of statistical records  [to the individual]  in most instances would not provide any benefit to anyone, for these records do not have a direct effect on any given individual; it would however, interfere with a legitimate, Congressionally- sanctioned activity. (House Report 93-1416 p 19).


	It is the intent of this provision to permit exemptions for those systems of records which by operation cannot be used to make a determination about an individual.

This provision permits an agency head to exempt a system of records which is used only for statistical, research, or program evaluation purposes, and which is not used to make decisions on the rights, benefits, or entitlements of individuals except as permitted by section 8 of Title 13. 

The use of the language “required by statute to be maintained * * * only” suggests that systems of records which qualify to be exempted under this provision are those composed exclusively of records that by statute are prohibited from being used for any purpose involving the making of a determination about the individual to whom they pertain; not merely that the agency does not engage in such uses.

Disclosure of statistical records  [to the individual]  in most instances would not provide any benefit to anyone, for these records do not have a direct effect on any given individual; it would however, interfere with a legitimate, Congressionally- sanctioned activity. 


	
	(c)(3); (d)(1); (d)(2); (d)(3); (d)(4); (d)(5); (e)(1); (e)(4)(G); (e)(4)(H); (e)(4)(I); (f)(1); (f)(2); (f)(3); (f)(4); (f)(5); 



	(k)(5)
	investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment, military service, Federal contracts, or access to classified material, but only to the extent that the disclosure of material would reveal a source who furnished information to the government under an express promise of confidentiality
	Investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment, military service, Federal contracts, or access to classified information, but only to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section [September 27, 1975], under an implied promise that the identity of the source would be held in confidence.

This exemption is generally applicable to source-identifying material in background employment and personnel-type investigative files.


	Promises of Confidentiality: Only the identity of sources that have been given an express promise of confidentiality may be protected from disclosure under (k)(2) , (k)(5) and (k)(7).   However, the identity of sources who were given implied promises of confidentiality in inquiries conducted before September 27, 1975, also may be protected from disclosure.

Ensure that promises of confidentiality are not automatically given but are used sparingly.  Establish appropriate procedures and identify fully, categories of individuals who may make such promises.  Promises of confidentiality shall be made only when they are essential to obtain the information sought.
	(c)(3); (d)(1); (d)(2); (d)(3); (d)(4); (d)(5); (e)(1); (e)(4)(G); (e)(4)(H); (e)(4)(I); (f)(1); (f)(2); (f)(3); (f)(4); (f)(5); 



	(k)(6)
	Testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal or military service, if the disclosure would compromise the objectivity or fairness of the test or examination process.
	Testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal service the disclosure of which would compromise the objectivity or fairness of the testing or examination process.
	
	(c)(3); (d)(1); (d)(2); (d)(3); (d)(4); (d)(5); (e)(1); (e)(4)(G); (e)(4)(H); (e)(4)(I); (f)(1); (f)(2); (f)(3); (f)(4); (f)(5); 

	(k)(7)
	Evaluation material used to determine potential for promotion in the Military Services, but only to the extent that the disclosure of such material would reveal the identity of a confidential source.
	Evaluation material used to determine potential for promotion in the armed services, but only to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section [9-25-75], under an implied promise that the identity of the source would be held in confidence.
	
	(c)(3); (d)(1); (d)(2); (d)(3); (d)(4); (d)(5); (e)(1); (e)(4)(G); (e)(4)(H); (e)(4)(I); (f)(1); (f)(2); (f)(3); (f)(4); (f)(5); 

above

	
	Contents of Exemption Rules: Each exemption rule submitted for publication must contain:


	The record system identifier and system name of the system for which the exemption is claimed.  

The specific sections of Reference (b) under which the exemption for the system is claimed (for example, sections 552a(j)(2), 552a(k)(3), or 552a(k)(7) of Reference (b)).

The specific sections of Reference (b) from which the system is to be exempted (for example, sections 552a(c)(3) or 552a(d)(l)-(5) 

The specific reasons why an exemption is being claimed from each section of the Act identified.
	Do not claim an exemption for classified material for individual systems of records.  The blanket exemption applies. 

In order for DoD Components utilize this exemption; each must establish a “rule” in the federal register. 
	


(c)(3) 
– Making disclosure accounting available to the individual

(c)(4) 
– Informing prior recipients of corrections

(d)(1) 
– Individual access to records

(d)(2) 
– Amending records

(d)(3) 
– Review of the Component’s refusal to amend a record

(d)(4) 
– Disclosure of disputed information

(d)(5) 
– Access to information compiled in anticipation of civil action

(e)(1) 
– Restrictions on collecting information

(e)(2) 
– Collecting directly from the individual

(e)(3) 
– Informing individuals from whom information is requested

(e)(4)(G) 
– Procedures for determining if a system contains a record on an individual

(e)(4)(H) 
– Procedures for gaining access

(e)(4)(I) 
– Describing categories of information sources

(e)(5) 
– Standards of accuracy

(f)(1) 
– Rules for determining if an individual is subject of a record

(f)(2) 
– Rules for handling access requests

(f)(3) 
– Rules for granting access

(f)(4) 
– Rules for amending records

(f)(5) 
– Rules regarding fees

(g)(1) 
– Basis for civil action

(g)(2) 
– Basis for judicial review and remedies for refusal to amend

(g)(3) 
– Basis for judicial review and remedies for denial of access

(g)(4) 
– basis for judicial review and remedies for other failure to comply

(g)(5) 
– Jurisdiction and time limits

(h) 
– Rights of legal guardians

(l)(1) 
– Records stored in GSA records center

(l)(2) 
– Records archived before September 27, 1975

(l)(3) 
– Records archived on or after September 27, 1975

(m) 
– Applicability to Government contractors

(n) 
– Mailing lists

6

